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- Becurity Screen Not in Best fi'mez‘ﬂ“*f' of Beienca

By DANIEL S. GREENBERG

WASHINGTON — The security
screen that the Reagan administra-
tion wants to draw around university
laboratories is inspired by the beliet
that we ave so far ahead in research
that . we can afford to be selective
about the venerable tradition of inter-
national collaboration in sclence. But
the trouble with our scientitic chau-
vinism is that it has been cutdated by
Western Europe’s slow but full-fledg-
ed sclentific recovery from World
War I, plus Japan’s determined
progress toward world-league scien-
tific status.

There i3 no doubt that the United
States is strong in all important fields
of science, and the leader in inany.
But no longer are we alone on the
frontiers of science, nor do our
neighhors there show interest in the
administration’s efforts to extend the

-newly revived Cold War to the

pr. Greenberg Is editor and pub-
lisher of an independent, Wash-
ington-based newsletter, Science
" & Government Report, and form-
erly was the Washington corre-
spondent of the New England
Journal of Medicline and news
editor of Sclence, journal of the
American Association for the Ad-
vancerment of Science.
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mternatxonautj of science.

_The prize-winaing performance of
American science throughout the
postwar period has teadaed to mask
the fact that, big and powerful as the
American ‘research enierprise may
be, it actually accousnss for a minority
of the world’s seientific output — and
that share is diminishing. The reason
for the decline isn't that we're doing
less research; rather, it is the other
countries have either rebuilt their
war-wrecked scientific enterprises or,
like several scientificzily up-and-com-
ing Third World nations, are serious
new entrants in the {ield.

The presence of lots of company in
the scientific endeavor is clearly
detailed in the latest statistical por-
trait of the worldwide scientific en-
deavor, - “‘Science Indicators: 1880,"”
oublished this past December by the
Nationa! Science Board, one of the
federal government’s senier sclence-
advisory bodies.

Numbers tell the story: Overal},
American scientists are in a gentle
decline as producers of the world’s
scientific literature. In 1873, they
accounted for 39 percent of the total;
in 1975 (the latest year for which
figures are available), their outpul
totaled 37 percent. The decline in
American-produced papers — remem-
ber, papers are the end product of
scientific endeavér — included the
fields of scientific research that-are
the underpinnings for both industrial
and military power.

Thus, is physics, in which Weatern
Europe has staged a strong comeback

with raulti-billion-dollar collaborative
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programs, the American shire of
research output dropped from 3¢ to 20
percent of the world total be waaen
1373 and 1979. During the :ame
pericd, our mathematics oatput fell
from 43 to 40 percent; declines were
also recorded in biolegy, enginsoring,
and chemistry.

The growing internationality of
scientific research is to ba se=n 2 the
increase in research papers co-au-
thored by citizens of different coun-
tries, the rise in foreign-wiitten
papers accepted for publication in
American scientific journals. and
American papers published atmoau
Worldwide in physics, for exampia,
internationally co-authored ar ticles
nearly doubled between 1973 aud 1579,
while in that same field, there was
about a 50 percent i increase in fo. eign-
produced reseavch papers published
in the United States.

What these cbscure and generally |
unnoticed figures signify is that ihe
American sclentific enterprise is or-
ganically connected to a worldvdde
endeavor to which it contributes and
from which it benefits. The introduc-
tion of security criteria — &= was |

recently suggested by Admiral ¢ Dub}
R, Inman, deputy director o! the
Ceniral Intelligence Agency — has an |

obvious appeal to ﬂm.,e Who TEg0: Tnize |
the value of science without Knuwing

much, if anytning, abcut i3 auu:ﬂ“
WOrRLGES.

The first lesson tnpy should pbsorb
— before they derail our great:
scientific enterprise — is that modern -
research thrives on a worldwide

_systern of give and get, and that we |

tan't expect to have one without the °
other. '
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Mr. Ben Bowers, Executive Editor
Roanoke Times & World-News
201-09 W. Campbell Ave., S.HW.
P.0. Box 2491

Roanoke, VA 24010

Dear Mr. Bowers:

I take issue with your 13 January 1982 editorial titled "A Lid on
Scientific Information?" which inaccurately reported my views.

Your editorial was derived from a speech I gave on 7 January 198Z.
I would gladly have provided you a copy before you wrote your editorial,
had you asked, so you could have reported my views as I presented them.
1 never came close to saying that scientists should "let U.S. intelligence
agents examine their papers before they're published. They should do thi:
voluntarily--or else," as you reported.

As you will see in the enclosed copy of my speech, I proposed as a
societal goal a joint search for a system that would preclude harm to the
national security without imposing unreasonable restrictions on scientifi:
research, publication, or use of the results. I further proposed that a
potential balance might be struck by simply including in the scientific
peer review process the question of potential harm to society or the nation.
This is a far cry from clamping a 1id on scientific information.

I expect you will wish to retract your inaccurate attribution to me,
and 1 urge you to publish a clarification for the benefit of your reader-
ship. '

Sincerely,
/.5/
B. R. Inman

Admiral, U.S. Navy
Deputy Director of Central Intelligence

OEXA/PAD/CEW/scn/19 Feb 82/x7676
Distribution:
Orig. - addressee
1 - D/OEXA
1 - DD/OEXA
1 - ER
1 - OEXA Reg. 82-0517

- CEW chrono.
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ROOM NO. ' BUILDING

REMSTTATINTL

—lhas coordinsted on
both of the attached letters and would
Tike them by COB today so thet he can
pass them to the Admira) over *he
weekend. The letter to Aviation Week
is 25 strong as we fee)l best. The
Admiral is particularly upset with

Aviation Week, however, and consequently
may change the tone to be even hersher,

FROM:

RODM NO. ’ BUILDING EXTENSION
FORW WO, REPLACES FORM 36-% “7)
1FEp 85 241 WHICE MAY BE USED,
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By NILES LATHEM», o
N.Y. Post Correspondent
WASHINGTON .. -The -
CIA -is planning. to dis-
patch hit-teams-and to-
launch’ a- massive cams--
paign of anti-Commu-.:
-nist - propaganda. . on~

Cuban- and Nlca.raguan 3

agents. infiltrating El

Salvadoxr sourcels eport_

Jhere. : .
. The. CIA is. prepared’.to-

use,- U.S.-trained parami-:

litary teams' of:. “non
- Americans” to go headj}

‘istration officials said’
last night that a plan,; .
devised early last year
by CIA Director William

Casey and- his deputy,’ -’

Adm. Bobby- Inma.n is -
being actively. rev1ewgd
"by the White House-a$ -
part of.its efforts to con-~ -
trol a growing Commus
nist_threat to El Salva:
dor. and the Carlbbean
basin.: e
> Disclosure of‘lhe CIA
operationr -first- ‘came’
from the Washington®
Post and was later inde- -
pendently confirmed by

e e

!d‘-reporter; ye&»

problem. on the,-‘door-
step! of America.” =77

Disclosure of .the CIA
.. operation came as Rea-
. gan prepared to gwe a
_major policy speech-on
_Central America- which
“will call on the American

people Yo disregard com--
‘parison’ t6°the-Vietnam:.

“war’era--and-stand. to-
ta.lly behind him in his.

‘efforts - to “protect - the-

% "back yard,” of.the U.S.
sAlthough details of the
CIA. plan remain secret,:

The New. York Post.—~aagh

- President -Reagan, re-
turning . from .. Camp;
David, refused to coms-,
ment “gither. way"
thereport. =~ = Y
- "All I can think about
is. ~» »-this Caribbean
program in which. €an
ada,: Mexico, Venezuel
and ‘the. United Stat
are going to help the
with their economy.’ SN

Secvetary ~of .. Stats

[

: *There's & host~
“of things to do,” addmg,'_
“Ther€ is-an increased

- telligence purposes. ;
- ‘Like the aborted Bay. :
of Pigs operation in-the -

1960s, the teams would ; pons, sources said. e

/sources said hkely ac

tivities would mclude -

_highly specialized para-
military hit teams for
military, political and in-’

-bé comprised of-clandes

tine solidiers and- thl‘
.dents from the- region
and poss;b]yoAx gentina’

‘a secret U.S. base has al-<--
v ready’ been; established

. in Honduras, where sup-
port lS bemg piven to "

® Training a series of -

-~.8ources reported that™

“anti- Sandmlsta exxles'

© Declaring a major’

“ propoganda - “war on
“Cuba -and. Nicaragua.

Demons‘!’rai'ors rnr.zrch ?hrough o snowsicrm in Boston pro?es?mg continved U.5.

nssashmce i'o ﬂ'ne govemmeni‘ of E! Saivudor. Abou? 9000 peopie i'ocx par? '

:; This would .probably be -

~.done- through a series of.

“disinformatior” tactics
aswell as by using U.S.-
Sponsored radio " ‘and
other propoga.nda wea-

"Also major US, sup-
port -would probably be
given in Nicaragua-to a
political - movement’ op- .

posed to the Sandlmsta .

regime. _ o

“The 'C’asey plan’is one
_in a series of economie,

ey 3

- preparing his speech- on

~

_is not one of the.options
under considaration. .3

‘tary action'in the regmni

sociatd Press. Photo A

pohtxcal “and mlhtarw
contingency plans likely
to be taken by the Rea-
gan. Administration,
which is determined to
curb Comirunist influ-
ence intherzgion: - = =4

Reagan i spent thé'
weekend in Camp David
~ reviewing the plans and ;

Central America "~ g-
'speech whict “will proba--

bly be delivered within.
the next 10 days.~-+ .; e

" So-far direct US, mili:
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Is There a CIA
Link With Kaddafi?

It is a government scandal that will not
die, a sinister suspicion that the CIA can-
not—or will not—police “rogue” agents:
and ex-agents who sell CIA skills and con-
nections to foreign governments. It has al-
ready spawned grand jury hearings and in-
vestigations by at least five government
bodies, and the House Select Committce on
Intelligence spent most of last week behind
closed doors attempting to detail the activi- |
ties of two prime rogues, Edwin Wilson and
Frank Terpit, former CIA operatives who
in 1976 contracted with Libya’s Muammar
Kaddafi to provide intelligence and weap-
onry and to train Kaddafi’s terror teams.

Althongh ostensibly gone from the CIA,
Wilson had numerous connections with the
agency during that period. He offered $1
million to three CIA agents to assassinate a
Libyan dissident, secured explosive devices
from one active CIA officer and directed
another’s recruitment of Green Berets for
duty in Libya. Indeed, Wilson appeared to

_be so close to senior CIA. personnel in the
“dirty tricks” Operations Directorate that
many participants in his dubious intrigues
are convinced—or claim to be—that they

- were involved in an official CIA operation
to penetrate Kaddafl’s entourage.

CIA director William Casey and his
deputy, Bobby Inman, insisted last week‘.
that neither Wilson nor Terpil had formal |
links to the agency during their Libyan
operations. It was, they said, simply Wil-
son’s aptitude for name-dropping that cre-
ated the impression of official sanction.
But NEWSWEEK has talked to one House
committee witness whose story suggests
that more than name-dropping was
involved. ] f
““Big Bucks’: Luke Thompson, 47, wis a
Green Beret master sergeant in 1977 when
he was recruited to work in Libya under.
Wilson. Now retired from the armed:
forces and training as a nurse in Hawaii,
Thompson remains convinced that he was
participating in a CIA operation. Like.
many Green Berets, Thompson was a vet- .
eran of secret CIA operations, and he was :
initially suspicious of a telephone offer of
“big bucks” to go abroad. Consequently
Thompson reported the contact to military
intelligence at Fort Bragg, where he was
‘counseled to pursue it. An intelligence offi-
cer at the post twice instructed him to
“proceed until we tell you to stop.” Says .
‘Thompson: “To me this was a CIA opera- .
tion from that point forward.” :

~recruit and obtain materials

NEWSWEEK
15 February 1982

Thompson was hardly surprised when
Wilson’s recruiter, Patry Loomis, turned ;
up in person and introduced himself as
“currcntly employed by the CIA.” In fact,
Loomis’s agency contract had only days to
fun, but the impression of official business
was enhanced by the ease with which
Thompson subsequently obtained feave :
from his Army duties. Thompson and three |

men he had recruited then flew to Zurich
where they were met by Wilson himself.
Wilsonmadeno references tothe CIA. “1
want you to go to Libya and make yourself
indispensable to those bastards,” Thomp-
son recalls Wilson saying. Thompson asked
Wilson who they were working for. “You’re
working for me,” he replied. Libyan offi-
cials seemed to take the official connections
of such foreign specialists for granted. *I
know that one or all of you are KGB or
C1A,” Libya’s deputy chief of intelligence

told the group. “I don’t care who you are. :

All I want is your professional services.”
“Stinks” Back at Fort Bragg, Thompson
says, his contact in intelligence
informed him that he had
learned the Libyan operation
was not legal and “stinks to
high heaven.” Yet he also told
Thompson to maintain contact
with Wilson’s team in Libya,
and Thompson continued to

and supplies for them. Called
before a Federal grand jury
looking into gun-running
charges against Wilson and
Terpil, Thompson went first to
CIA headquarters for guid-
ance.. A CIA counsel told him
to say anything he wanted,

=g w =1

o3
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abouts now are unclei.c. There'
have been grisly rumors that!
Terpil's appearance 11 several
television documenturies an- .
gered some terrorists who kid-
napped him, cut out his tongue
and killed him. U.S. authorities
say only that Terpil has pulled
disappearing acts before—and
the mystery surrounding both’
men seemssureto cortinue.

MARK STARR witk RICHARD
SANDZA in Waikiki anl DAVID C.
MARTIN ir Washington
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ARTICLE APPEARED

oN PacE_ AL

By George Lardner Jr.
. Washington Post Stalt Writer ! .

. Secretary of Defense Caspar W. Weinber-
ger has been pressing, so far unsuccessfully,
for a new secrecy classification to cover tech-
nological and other kinds of information
even if disclosure' would not cause “damage
to the national security.” -~ ~

- A proposed new executive order under
consideration at the White House has al-
 ready "generated controversy over the Cold
Wor-éra secrecy it dictates, but evep the -
d.raft"prder falls short .of Weinberger's- de-
aives, .. ool T
. Sources said Weinberger is. expected to

Weinberger Pressing for

“could be-expected to cause that “loss of an
advantage.” - .

- dustry the classifying officer might have in

stitute a “diplomatic advantage” and how it

carry the issue to President Reagan in hopes
of last-minute victory. = 1 T T
According to a copy of a memo obtained
by The Washington Post, Weinberger advo-
 cated a new “security classification of ‘RE-
§TRICTED’ "and said it was critical to “the
effective safeguarding of a range of informa-
tion that is not now generally classifiable.”
The current security classifications—Top
Secret, Secret and Confidential-—have been

- ever, in one of the attachments to the Wein-

‘below the threshold of the criteria for clas-

in force since President Eisenhower’s first
year in office. The Reagan White House |
draft wouwld require those abels for many
more records than under existing rules, but;k
the lowest level, Confidential, would s‘cill‘i
have a more rigorous definition -than the:
Pentagon wants. : : ’
Under the Pentagon proposal, . the Re-
stricted stamp “shall be applied to informa-|
tion, the unauthorized disclosure of which!
reasonably could be expected to cause the
Joss to the United States of a technological,
diplomatic, intelligence, cryptologic or mil-
‘jtary advantage and which requires protec-\
|

tion in the interest of national security.”
By contrast, the Confidential classification
now in force can be applied only to docu-
ments whose unauthorized disclosure can’
reasonably be expected to cause “identifiable
damage to the national security.” . ot
The White House draft would change that
to eliminate the word, “identifiable,” but |
“damage to the national security” would still
be required for a document to be classified
atall - - o A e o i
" According to a two-page ttachment to
the Weinberger memo,;dated Nov. 25, the
only finding needed forAp [dnoneeh¥ b
Restricted would be “the;lges of an advan:.

oo - )
;"
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THE WASHINGTON POST
14 February 1982

tage to the United States.” In addition, suc
information would have to be kept secre
under that heading if its disclosure “either b

1R000500260003-5

It i3 not clear whether the lost advantage
would have to be governmental or commer-
cial, and in competition with the Soviet
Union or simply any foreign country or in-

mind. " ]
Similarly, the notion of what raight con-

could be-lost is not spelled out. '
The Defense Department contends, how-

berger memo, that “There is a wide range of
government information that currently is

gification but nonetheless requires a minimal
degree of safeguarding. oL
4yaluable information, such as that per-

taining to technology, especially critical tech-

nology with military application, diplomatic

‘endeavors of the State Department, certain
‘aspects of intelligence and crytologic activ-
“ities and military operations, does not reach
_to the criteria for higher levels of classsifi-
_cation,” the Pentagon rationale continues.

“Yet, the loss of such inforraation, and the

‘advantage gained by our potential adver-

saries, demands-that the government take |
steps to provide legal and positive control \
over i£.” . » ‘ \
Weinberger also observed that “most of
our NATO allies” use the Restricted classi-

fication. He said its usage here would relieve |

the Defense Department of the higher ex-
penses of handling such material from

"NATO countries as if it were Confidential.

The Restricted classification has not been |

“used in the United States since Pregident |

Truman's administration, when it was de- !
fined simply as the lowest level of “claSSiﬁed__“\

“gecurity information.” g :

President Eisenhower got rid of the cat- |

“egory in 1953 and since then, according to a
‘recent study by the privately funded Center

for National Security Studies, each succes-
‘sive executive order has been issued “for the

L Beti o Aiaw aed

explicit purpose of reducing government se- 0\5

. Oversight Office, argued that his department |

needed still more leeway “for the piotection
of information in the interest of national se- |
curity.” : :

The administration has already! set off

alarums in the scientific ard aeademic com-~

munities.as a result of C1& Deputy Director
Bobby R. Inman’s recent warning that sci-
entists should submit to voluntary “reviews”
of their work by U.S. intelligence agancies or

. face harsher action.

He has proposed a volunteex censorship -
system for research in such fields as “com-
puter hardware and softwere, otner electron-
ic gear and techniques, lusers, crop: projec- .
tions and manufacturing procedures™

Weinberger's classification proposal was .

“applauded by principal deputy assistant sec-
_retary for public affairs Benjamin Wallesin a

Dec. 11 memo. . : - :
He suggested it would obviate any need
for a proposed exemption to the Freedom of

ZInformation Act concerning “techmology
‘which may be used for m litary purposes.”
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SRPRPIES. R USRI

By John Simmons
:_ Associate news editor

things secret and ot allowing the process to nceur for
science as a whole.” i - b
Inman was not available, and his assistant would not-
comment on any statements Inman made at. the
conference. Kathy Pherson, of the CIA public affairs |
office, said the concerns expressed at the session were:
not stricly based in the CIA but rather were enveloped
by the entire United States government. oo
“We gre pointing out a. problem in the U.S.,” Ms.
Pherson said. ' ComREL S L
In his speech, Inman said that a balance between
research and national security is essential. Inman,who
worked with criptology scientists when he wzs head of
; o the National Security Agency, is recommending a-
: du‘?es tension. 7. e SR oo system of review gimilar to the one used in the NSA. He
. ““This tension results. from scientists’ desire for: called it a safeguard for society in his speech. P
‘unconstrained research and publication,” Inman said, | Marshak and Cairns insist ‘that the costsiwilld
; . h b I ° outweigh the benefits, ~ L
{protect certain information frorm ~potential foreign. N

i%on the one hand, and the federal government's need to
‘adversaries, who might use information against this “If Inman makes threats, Marshak said,“'it 18 going

. Threats by the .Central Intelligence “Agency that
would require” American scientists to: submit. their
research. for review could “destroy the foundations of

‘science,” said two Virginia Tech scientists. !

“"At a recent session of the American Association for
the Advancement of Science, Admiral Bobby Inman,
:deputy director of the CIA, said that laws would be
‘enacted to enforce scientists to submit their work.
: In his speech, Inman said thereis an overlap between
“technical information and national security which pro-

1 Gk 4T

‘country.” ~ weewm - . Co to be. a mess. Scie'ntists' won't ;tand for1i§. It is an
:-"However, several Tech scientists have expressed con- ungattngtgc act, trymg to push t ficf’l‘?l’“ 512?"9? 0‘“;
‘cern over CIA intervention and the effects that censor-.|  sociely- .. L (T N
ship would have ontherealm of science in this country. Marshak, who has had some qf his * research
+ . University distinéuﬁshed professor of physics, Robert suppressedbedtgnng p‘?““?“ of w?:’. sa;td 3‘ € :;ngil:tz: ‘
‘Marshak, said, “The question lies-with the American _ openness between scientists makes the Unt j

;f“résearch the best in the world. “Our advances inx

{ science  community, and wheth : i1k . : ;
o ether we are willing to technology _depends on the progress of science. ’

" cooperate with censorship. - ,
“The idea of the CIA coming in and trying to monitor

e eyt g Cairns, who studies pollution and toxic chemicals,.
research projects,” Marshak said, “would be terribly - ’
W .

said more harm isdoneby keeping things secret andnot!

|
!

cqur\ntc’arproductive e W,O}{!d losemore ﬁfxan we would | * allowing the process to occur for science ax a whole.
gain’ LB T e havekm 8 s e g "It ig'a long process. It may take 10 years before an\
John Cairns, professor. of biology. and director of the idea is generally accepted. In all that time, people are
Center for Envipqu:xental Studies, said that censorship : ‘reading what you've done and repeating it in their i
of any kind ;'wf)ul"cll destroy ‘the openness between laboratories. Suppression of criticism is more 1
" scientists and s \bsequently hinder the advancement of dangerous than letting other people get ideas from you. z
‘. * A

- science.

. ST e e T T

 “The basic issue'as I'see it,” Cairns said, “is that

people may misunderstand the nature ofscience. IfI get
_an idea and I publishitina journal and itis wrong and -
people see it, they’can respond by publishing that
‘Cairns was wrong for these reasons. I may find myself -
that I was wrong in:the peer review process. : .

¥

.- “One of the chief joys of the academic community is
finding mistakes in other people’s work = — not
. maliciously or anything, but it is part of the game. Ican ‘
* then quickly correctmy research. IfI gooninignorance, |
'because noone hashad a chance to criticize me, it could ;
cause problems. The biggest drawback of censorship is |
cutting out this process of peer review.” : ‘

“The academic process assumes that there will be'a
" certain amount of error in everything that is new. Error 1
- is corrected by the system, by ‘peer review process. The )
- whole community judges who is right or wrong. Itis a )
. self-correcting system that depends ‘'on_opportunity for |

errors. If you make things sgcre:t, you 3

" Cairns said that reviews may take up to six months.:
“] have papers in review now that have taken thatlong.
‘It should not have to take thatlong, butit does.Imagine
* what would happen if you added another layer of review
Jike this. It would at least double the time. That is the |
.wmmawwthgg,quEﬁ%nﬁ;mﬁé@&J

5D

© people to point outer
» cut out that self:

orrecting process. ..
y 88,

¥ gl e g

“There,is; motg HAr 8970 M Pl BY 05 FSTE S

-
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3 “Thls censorshxp will really increase. thé cost of
research. T don’t know that the public is willing to pay
‘that extra, which i imagine would‘ be at least doubled.

“The reason we don’t worry about the Russians as
rhuch is because they do have that (censorship). So we
can move faster. It is not so much that we are brighter, it
is that we have a freer exchange of information. People
don’t want to hear me speak on what I have published.
They can read that. They want to hear what I am doing |

-now, that has not been pubhshed Thm isa questwn of !
cost/benefit ratios.”

Marshak said, “A lot of smentlsts would not accept
.research support from the. government. You would
essentially kniock out all our freedoms It i8 contrary to
Gur constitution.. 5 I

“It has been our Amencan style of “freedom” and

¥ openness that has helped advance smence m the past 50

A - . r‘*’m
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Halg Tours a 3-Nation Strategic 1 Triangie |

C@ncom E@cnses :rm “\/Iomccg and U S Afcess io 4 mg Axmeids - g 3

i By ROBERT C. TOTH szesSmff an

’ MARR AXKECH, Morocco——Sec-
retary of State Alexander M. ‘Haig - TRETERAS to Do used to sway nhabi-:
Jr: arrived here Thursday to com- - tants of the. WWeéstern Saharasin a.
plete his tour of three troubled na= -'proposed Teferendum on tae future
tions that form a strategic triangle’.. of the territory: ‘The CIA'S covert
covermg the mouth of the Mediters
ranean Sea.. mittees

- Spain ‘and Portuval cre e a +At his stops in Spain and Portu-
Tying degrees of concern: among. gal, Haig also’ rewewed unsetthng. ’
U.S. pohcymakers but Moroceo is natxonal 'md regional problems. .
“the object of the most attentxon fo y )
tworeasons: .- - - .

i —The Pentaoan
access.to four huoe' World War 11 -,

plan was aborted after congression-
alintelligence committees objected.. -

é'urr - processes’ * and:“democratic institu- -
tions” in countries that had right=

‘airfields in. Morocco for-emergency . wing: dictatorships ‘within the- past -

use in the event that U.S. forces are decade. But recent events in both .
_dlSpatched to the ‘/hdeast or
Gulf. i : tionto democracy is still fragile. - W
e ——The Un*ted States ; Wants t Spain, in:parcticular, appears
‘prevent any chanceof: victory by, headed for a difficult year after the -

the leftist Polasario Guerrillasin the <~ military’s coup atte ampt’ last Feb-

disputed Westery Sahara, a devel~ > ruary. Trials of 32 offrcers involved,
opment that could in turn topple. the - due to begin Feb. 19, are &xpected to .

pro-Western: govemmen of Mc)r L-provide a, crucial test of residual
oceo! 's King Hassm I . fascist sentiment in Spain’s military

: forces. Observerd are predxctmg re-

Deny Facﬂmes to Sovie e ]

e “The. Americans. héed: thos latively- light sentences for the re

: pels. lest the become mart rs’ fo -
strategic airfields and port facilities - § thenjﬁt. d s

in Morocco,” a North AtlanticTrea~" 47 Also, four ,trategzc US air and'
1y Organization officersaidinanin- .-
terview. “But perhaps more impor- ~igatiation this spring. The Spanish .
tant,” he said, cont?‘mplatmg anim-.: _“government is reportedly asking $3:,
probable outcome, “those fields and - piion in military aid in exchange
facilities fmust be denied Hussxan " for'naw hase rights. And the cause ’
ships and long-range navat aireraft.’; ¢t ‘lefiist ‘opponents of the base

From them, they could e‘}?‘b’ ;hror. should -be reinforced this year by
*.tlet.heStralt of Gibraltar;,"s. . . 1% those Spaitards.who. oppose their
#* Haig is the latest of several top " country’s ~scheduled entry mto
U S. officials who have come hereto g ATO thisspring.. . -

‘bolster Hassan with'promises of in-; Bl L B
creased U.S. military aid against thel; L 5
‘guerrillas and increased economic Portugal, aiready 2 NATO mém=
aid to maintain his. stable’ rule at---ber; continues to feel *;otalitarian -
home. Defense Secretary Caspar W. | pressures,” Haig said on his visit to -
Weinberger and Adm. Bobby R. In- ' - Lisbon, alluding’ 'to Communist.
" man, deputy director of the Central {unions that have called for a gener-
Intelligence Agency, were’ among **al strike there today. ~
Hassan's visitors last year:' Portugal, too, has mxht.ary bases .

by

I’ortuguese Stnke Ca‘ll

: The.CIA last summer proposed to .,.bemg used by the United States un--.

funnel several hundred thousand .- der treaties that must be renewed.
“dollars to Moroccan authorities’in ;i The United States will increase its
the Western Sahara..to. counter - mxhtary and economic aid this year -
funds sent there by leya § Moam- - In_.anticipation of re~negotxatxon-

mar Kadafl, American soilrces said.. :talks next year. .

““"’"’7 ”“A“‘proVéﬂ”Fb‘F’Rélease 200311 2/03 CTA-RDP91 -00901 §000500260003-5

“ . But it is' here in Morocco, with a .
six:year war’ against the- sahara.

Both leya ar\d the CIA mfended ST

_ sapping its economy, that Azerican |
- military aid and econcmicsu;port is 5

-putes - :_. : S

caused pﬂnf‘lpally,b, the dr mignts,
- ledtotwodaysofiotingind meaf-.

-for bread, sugar and .other subsi-
.dized commodities. At'least «.4 peo-
ple- were Kkilled in Casabla ica by
.Hassan's troops before the I mircn’

countries 1nd1cate that the dedica+ . .

- san, 52, has beenthe target f sev-”
- eral coup attempts over the ast de-
--.cade. U.S.-analysts fear he' would be’
- ‘ousted if, -against this back,: round

: _'Morocvo Icst the WesterrSa 1ara..

_across the policital spectrurt here,.
Zincluding even Socizlists an 1_Com-’-
-.munists, that holds that thos= ter*IJ.'

_offxcxa] said. .

sea bases in Spain are up for re-ne~ "+

;Rio De Oro, jointiy calied spanisn
" Sanara when Madrid rule them.’
. The last Spanizh censusoi t

- guerrillas claim 70,000 liv - in the
., territory, which contains 75° 5 of L‘be
: ‘__world’sknown phosphate de posits. -

) Libya-and ‘with Soviet-mac azns,

_the guerrillas conduct hit~:.nd-run’
-raids.on Moroccan outpost. in the.
. desért while, demandinv' 1 egotia- |
.tions over sovereignty. - L

guerrrillas and a two- year ¢rought
4

needed most, £o re:olve 60'10! al dxsn.

" Moroced's . ecomh.}c pri olams,,

terprices were increased abe 1t 505"

reverspd the pmce rises.;

EAL French-educated lawye s Haq-‘ .

““There is.a.unanimity % Vles‘f

tories must’ be rPtc.med’ cre US

One umeSpammColon 3 -

* Hereferred to the former 1pan,a‘n
colome_s of-Sanguia-el-Har ra-and

-

At area
counted 75,000 people in ¢ :atl no-
madic  tribes. -But the 1} olisario

.. With the backing of Alg: ria ard,

= Morocco has claimed the t r'xtory
for centuries and at a meetir 7 of the .
Organization of African w ity last |

" -June, Hassan proposed a ce ise-fire
. .and areferendum in thereg on. The
“inhabitants would be asked " ‘hether
- -they wanted Moroccan rule »rinde-,

pendence The dJspute ov :r how'

PSS SN

CONTINUED .
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Sensitive Sales
U.S. Triesto Cut Trade
In Items That Russian’s.
Might Use for Military
But Not All Officials Agree
© Which Deals Are Risky,
And Some of Alhes Balk

VV hat a Computer Is Good for

By Gerawo F. SmB
And Wavrter 5. MOSSBERG L
{ Staff Reportersof Tue WaLL STREET JOLRNAL .

WASHLNG'T'O’\I Last year, - Soviet offi-
15 ordered an unglamorous pxece of indus?
tria{ gear from a company in California;
The izem was a machine that tests the hard-
ness of concrete structures, such as bridge
sbutments, huilding foundations and wallsy .
The company apphed fo. the: Commerce
“Department for an export license, and the
promsa.l was thrown into-the hopper with
i tens of thousands of others. It had almost
twon -approval last summer when, at the last
moment, the Pentagon discovered that the
same computerized device is used by the
10.S. Air Force to help improve the hardness:
of American concrete missile silos targeted
by the Soviets. The deal was killed. . ;-
; . Reagan administration ofiicials say that
, is just one of many examples of how the So-
- yiets regutarly seek to acquire seermningly in-
Sngcuous Western technology that can be
‘turned to military use. Oiten, these officials
. add, Moscow has succeeded. They contend -
that American technology helped advance
the Soviet milifary buildup-that the U. S now
is spending billions to counter. |
0.8, melhgence experts. believe- Sov:et
troops rolled into Afghanistan on trucks -
made at the Soviet Kama River plant, which
was built with Western technology and loans
—and was supposed to be strictly for civil-
ian use. They also suspect that Soviet ads
vances in accuracy “of.. mulnple-warhead
nissiles were made possible. by the pur-
chase of high-precision -US.: -ball-bearing
grinding, machines.>-And - ‘defense officials |
fear the Pussians will use U.S. oil dnll.bit
technolwy to make super-hard armor-pxerc—-
ing ammunition. ‘ o
Ti,,htenmv Trade * Y
Now, they. say, the U. S. is on the »erge of
major advances i microelectronic’ technol-
ogy that could tip.the military balance in
corning years. These advances.must be kept °
ot of Seviet hands at. all ‘costsy the: Penta~
go warns. - i . . «,,Apprbved Ft}hg

WALL STRWED JOUR AL
11 I’eoruar_,r 1982

Richard Perle, an assistant defense secre-3
tary. ““The cost to the West is out of all pro-‘
portion to the benefits in the trade.” :

In recent months defense officials hdve
begun to look at recuests for export licenses”
much more closely. At the same time, the-
C_ommerce Department and Customs Ser-
vice have sharply stepped up their scrutiny
of items that could wind up in the Soviet
Union. = .

The 'adriinistration’s effort isn't slowmg
down because of the curbs clamped on trade’
with Russia during the crisis in Poland.
Those moves are only temporary and don't.
affect existing export licenses. Looking-
ahead, some officials worry that the U.S. |
government will tend to forget about the
broader technology-transfer problem when-
ever tensions over Poland ease In any case, |
U.S. technology is still going to allied and
other countries from which it can be sent on
to the Soviet Union.

Pressure on Allies

Just last month,-the administration be--»
gan a drive to persuade American allies to.
clamp down on technology transfers: A high--
llevel U.S. delegation: flew to Paris.for a

meeting of the Coordinating Committee for:
. Multilateral Export Controls, or Cocom, an’
_organization of the U.S. and its allies that
oversees trade to Communist nations. Co-.
com agreed.in principle to redefine ‘the
guidelines for technology exports to the So-
viet bloc. And Japanese officials, responding
to U.S. pressure, pledged privately in Wash-
ington last month to stop Japanese compa-’
nies from signing new contracts for high-
technology shipments to the Soviet. Umon
during the Polish crackdown.

¢ But shutting off the flow of technology
will take more-than just tough talk and &
steely attitude. For one thing, nobedy is ex-
actly sure which transactions are harmful’
and which are benign, There’s no dispute
about the dangers of shadowy Soviet agents
. stealing classified military technology, nor
ldoes anyone advocate allowing- sales’ of
straight military items like guns .and mls-
siles. But the consersus ends there.”

The toughest cases involve what the gov-
ernment refers to as *“‘dual use” technology
_items like the concrete-tester, which are
made primarily for civilian use but have im-
portant, though often hidden, military uses:
Such items are frequently purchased by in=
‘necent- sounding Soviet agencies or by ap-
‘parently - unrelated compames in neutral
couniries. TR .

Much -To--Do - by
: These murky cases lmve to be addressed
by a Washington bureatcracy ill-equipped to
settle them: Only about 20 of the Defense
Department’s one nilfion civilian employes
regularly work on the technology-transfer
problem: The Pemaoon and the Commerce
Department are only now getting computers
to sort out the 80,000 export-license requests
filed annunally. And until this year the Com-
merce Department didn't have an office for

buea008/F203 IGHALR Yo dbgy

Coast,  the center of Amencas

'

ble

So the administration Is making a stren-!
uous effort to put the clamps on East-West.,
L4enilo in high-teehnoloev items. “Western

|m1croelectronics development. - -
| Furthermore, the fine. dlstincuons be—

RoodBHRY
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the gov
officials
| jects to
partm
import

that can
better b

But- hard-line Reagamies veue.. .
such thinking is a hoidover from the strat-
egy of detente, which they ink has been
discredited. Recent Soviet mi-behavior has
proved that Western trade dorsn't moderate
Soviet conduct, they say. Now. they argue, it
is becoming clear that trade «otually harms
the West by heiping the Soviet military. .

Other pressures complicat: the intragov-
ernmental debate. Alnerican < ompanies and
their friends in Congress ofter press the Ex-
ecutive Branch to approve .ales, arguing
that blocking a U.S. compas y would cnly
open the door for foreign firi.is. U.S. scien-
tists also are resisting adm:nistration re-
quests that they curb their ties to Soviet ac-
ademics to protect American <now-how.

Disputed Deal

Stanford University, {1 example,
strongly protested when the State Depart-
ment recently asked it to slap restrictions on
the activities of a visiting S:viet sclentist.
Stanford said doing s¢ wouli
disrupt the academic envir.nment.” And
Bobby Inman, deputy directo: of ceniral in-
telligence, has kicked up a «ontroversy by

- suggesting that intellizence cgenctes be al- }

lowed to review scientific pap-rs before pub-

lication to excise information nat could help :

“drastically

. lhe Soviet Inilitary.

wrestling with cne propose-!
volves several touchy protlems. Interna-
tional Harvester Corp. waits to sell $300
niillion of technology for mi .ing grair com-
bines at a new Soviet plant.

Secretary Caspar Weinberge ¢ tried to have
'1it denied. The Pentagon not-d that the Sovi-
ets regularly use such plant: to turn out ar-
mored personnel carriers an.1 other military
vehicles in addition to the agricultural ma-
chines. But Mr. Weinberger was overruled
by the Commerce and Stat- Departments,

civilian transaction and nted that Har-

Reagan, then gave a final gt ahead.

Peddling Silicon o
. When martial law was
fand in December, the Pertagon immedi-
ately revived the effort to ki I the Harvester
deal, this time as a protest & :ainst Soviet in-
volvement in the Warsaw government’s
crackdown. But defense officials have so far
been unable to overcome co .tmumv opposi-
tton from trade officials. . .
“Even when there aren’t disputes thhm
the government, American silies can create
De, p e some movement at the
Western countries gener-.

ally don't share the Reagan administration’s
fears about technolngy Ammg U S. ames

e e e - .

“For months the administ: ation has been
sale that in- |

Last fall, when tae Harve ster license ap- }
plication came up for consid: ration, Defense |

which contended that the sa ¢ was a proper |

vester was in financial diff culty. The Na- |
tional Security Council, heacd=d by President -

tec’ared in Po- ,‘
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Washington is alarmed by the
way Moscow rides free on
the back of American science.
But doing something about it
is proving to be a tall order.

Fed up with watching Moscow buy,
borrow and steal Western technology
for its military machine, the United
States has launched a major drive to
turn off the tap.

Target of the sweeping new cam-
paign is not only the sale of strategic
hardware to Soviet-bloc nations but the
transfer of ideas,

Western genius on which Russia has
been freeloading for decades.

In the face of resistance from U.S.
scholars and free-trading allied govern-
ments, the argument being pressed by
American officials is this: From knowl-
edge and hardware obtained in the
West, Moscow has developed weapon-
ry ranging from missile-guidance: sys-
tems and high-speed submarines to the
troop trucks now being used by Rus-
sian soldiers in Afghanistan.

Armed with a top-secret new study,

said to list a “dazzling” array of Soviet
weaponry developed from Western
Xknow-how, one top intelligence expert
bluntly concludes: “The Russians are
living off our technology.”
" The Reagan administration solution:
A pqckdge of broad countermeasures
requiring foreign and. domeahc sup-
port. These would—

m Expand Western Alliance black-
lists of high-technology items that are
not to be sold to Iron Cur-
tain nations. :

w Tighten law-enforce-
ment controls over ex-
ports from this country.

m Back that up with
tough crackdowns against
industrial spying and
smuggling.

m Press universities and
scientists to reduce Soviet
access to U.S. research—at
the risk of a battle royal

with scholars dev e _.‘.:
thr‘freeexchangecﬁfc%eaa eq Fg r%“ 2P

Behind: the Russians® .°~ %
ability to ride piggvback .

scientific research,
mathematical equations—the fruits of

U.S. NEWS & WORLD REPORT
8 February 1982

Piecemeal embargoes and porous ex-
port controls have been no match for
Moscow’s mix of espionage, smuggling,
‘open-market purchases and use of
Western scientific literature.

Kremlin's long arm. This is how De-
fense Secretary Caspar W. Weinberger
describes the extremes to which Mos-
cow has gone:

“Businessmen, engineers, scientists
and workers have been bribed. Inno-
cent-looking corporations have been
created to buy equipment later sent to
the U.S.S.R. .

“Diplomats and official visitors have
been used to ferret out items of inter-
est. Neutral and nonaligned states are
targeted for exploitation. Where all
else fails, intelligence missions- have
been run by Soviet agents.”

Among recent Soviet breakthroughs
linked to the possible use of Western
secrets: The huge Typhoon-class attack
submarine and the Alfa-class subma-
rine, faster and deeper diving than any
U.S. rival, both believed based on
Western technology; laser cquipment
for potential use in space warfare, ille-
gally purchased from U.S. contacts, and
designs for America’s most modern anti-
tank weapon, the TOW missile, ob-
tained by spies.

Just as troubling, in the U.S. view, is
the aboveboard purchase of sophisti-
cuted industrial hardware that the Rus-
siuns then tuen to military wse.

Sales of U.S., Japanese and European

computer and laser technology are

glaring examples, but the Russians also
have mace ingenious use of seemingly
harmless items. For example, analysts

GEORGE LONG

P

the Atlantic near

/
(

of more-
missiles,
» the pur-
ll-bearing

link Moscow’s development
accurate intercontinental
aimed at the United States, 1
chase of American-made b.
grinders.

. Moreover, Russians are sl
creasing.- talent at copying
cannot buy directly, by stud ing tech-
nical publications or sampl-'s hought
covertly through intermedia .es.

wing in-
‘hat they

One striking example: .  Russian
electronic buoy recently fisl »d out of

the US. F st Coast.
Designed to collect vital data for Soviet
subs, it contained compub - circuits
that duplicated American ¢ enits ex-
actly-—so exactly, in fact, that when the
U.S. circuits were plugged into the
buoy, it worked. :
Dates starup-d on the ge
that the Russians had begun
ing the minuscule eompute:
volved about three years :iter they
first appeared on the U.S. m: rket. Says
one defense official: “That . & scary
achievernent.”

The Russians get m

ern technology simply
. for it.

Until recently, the S
scribed to and receir
80,000 publications a - ear from

*  the U.S. National Tec::nica! In-
" formation Center. Th - center,
outside Washington, 1-.C., puts

“out American researc: reports
_on subjects ranging fr 'm aban-

,= doned Texas oil felds t» interna-

0050026000351 and nu. lear acci-
{1 dents. Since the Soviet

subscription was cut o:f, agents
for other Commitnict ~n1imbriac

“adurved
eproduc-
Chip,\ in-

ch West-
Dy asking

viets sub-
2d some

Customs agents step up che ks of ex-
ports as part of "Operation Ex¢ dus.”
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Washington Roundup

Oil on the Waters Reagan Administration’s White House senior staff, secking to plug leaks that they f
_— : consider damaging to the President and his policies, last week came up with an
intelligence structure that took 10 single-space pages to describe. The nation ow gets
three Senior Interagency Groups for foreign policy, defense policy and intciligence.
. To report to the SIGs, the White House is setting up 2 substructure calied iGs. The
IGs report to the SIGs on regional and functional areas and everyone in govsrnment
employ with access to secret information will be subject to investigation, :sing all
- legal methods. It 2ll is designed for “smooth, steady and consistent flow of ;
information to the public about the Reagan Administration.” ;
One of the principal figures is Adm. Bobby R. Inman, deputy directcr of the
Central Intelligence Agency. He was the main speaker at the launching of he USS
Platte at Avondale Shipyards, New Orleans, La. The Platte is an oiler.

—Washing on Staff :
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Ciass;ﬂrmg Science:

A Govemmem‘ Proposal .

Adm. Babby R. Inman, USN, Deputy Director
-Central Intelligence Agency

-+ . - There is an overlap between technical information
and national security, which inevitably produces tension.
This tension results from the scientist’s desire for uncon-
strained research and publication, on the one hand, and the
federal government’s need to protect certain information
from potential foreign adversaries who might use that
information against this nation. Both are powerful forces,
thus it should not be a surprise that finding a workable and
just balance between them is quite difficult. But finding this
balance is essential, for we must simultaneously protect the
nation and protect the individual rights of scxcntlsts—-both
as academicians and citizens.

This tension is accentuated when scientists are employed
" by the federal government directly, or work for the govern-
ment indirectly in their own offices with federal research
funds. Some of this work is done on subjects that directly
affect the nation’s security—e.g., its dcfensc diplomacy and
intelligence efforts.

There are cases where mterplay has occurred between
“science and the national'security interests. One of the most
obvious, of course, is the Manhattan Project of World War
2 in which the first nuclear weapons were created and
tested. Another is the development of “pational technical
means” to monitor foreign comphance with international

_ arms control accords.

Science and national security have a symbxotxc relation-

ship—each benefitting from the interests, concerns and

contributions of the other. In light of the long history of that -

relationship, the suggestion is hollow that science might (or

should somehow) be kept apart from national security
concerns, or that national security concerns should not have
an impact on “scientific freedom.”

The nead in today’s world for protection of some informa-

tion, for secrecy is clear—1 believe—to any fair observer.

Protection of the information necessary to safeguard our
" society, and to conduct our international affairs, must
occur. Within the federal government, there is a system
established by Executive Order to assess the expected
damage, should certain information come into the hands of
foreign enemies, and —based on that assessment—to control
access to that information so as to prevent any such
exposure. This exposure potentially could occur through
public release of the data, or from the successful clandestine
activities of the agents of foreign intelligence services.

And we should make no mistake, foreign intelligence
services —among other entities of foreign governments—are
collecting all types of information in the U. S. Specific data
on technical subjects are high on the wanted list of every
major foreign intelligence service and for good reason.

The U.S. is a leader in many—if not most—technical

" areas, and technical data can enhance a nation’s interna-
tional strength. In terms of harm to the national interest, it
" makes little difference whether the data are copied from
technical journals in a library or given away by a member of

AVIATION WEEK & SPACE TECHNOL
8 February 1982

A diﬁ'erent sou
completely separat
research in areas
obvious and preer
example is the de
nuclear ones. Anott

ons and cryptograph
mathematics, there I:
weapons. Such a m:

graphic concepts a1 &
business communications.

Rescarch into cryptography is an area of spccxal ong- ;
standing concern to me. When I was director of the .
National Security Agency, I started a dialogue to fod a !

common ground regarding cryptography between scie 1tific
freedom and national security. Considerable effort has pone
into that dialogue, by both scientists and public sersants,
and I think the results so far have been reasonable anc fair.
Cryptologic fresearch in the business and academic arnas,
no matter how useful, remains redundant to the neccssary

efforts of the federal government to protect its own co :mu-
nications. I still am concerned that indiscriminate pulica-

tion of the results of that research will come to the attt ation
of foreign governments and entities and, thereby, -ould
cause irreversible and unnecessary harm to U.S. na ional
security interests.

. There are, in addition, other fields where publicat: >n of
ocrtam technical information- could affect the na ional
security in a harmful way. Exdmples include cowm puter
hardware and software, other electronic gear and tech-
niques, lasers, crop pchctxons and manufacturing : roce-
dures.

. I think it should also be pomted out that scie :tists’
blanket claims of scientific freedom are somewhat dis 1gen-
uous in light of the arrangements that academician. rou-
tinely make with private, corporate sources of fundin . For
example, academicians do not seem to have any s Tious
difficulty with restrictions on publications that 2sise { om a

corporate concern for trade secret protection. The sirong.

negative reaction from some scientists; over the iss e of
protecting certain technical information for national s-curi-
ty reasons, scems to be based largely on the fact thit the

federal government, rather than a corporation, is the s »urce -
of the restriction. Yet this would presume that the ¢ rpo- .

rate, commercial interests sorehow rise to a higher level
than do national sccurity concerns. I could not di- :ree

‘more strongly.

Scientists and engineers have servcd our society spe« iacu-

larly in peace and war. Key features of science—unfe tered

research, and the publication of the results for validat: m by

others and for use by all mankind—are essential t3 the

growth and development of science. Both our nz'ional |

security and our economic development rely heavi.y on .

these featurcs.
should only be considered for the miost serious of rea-ons.

But nowhere in the scientific ethos is there any re juire- |
ment that restrictions cannot or should not, when nece .sary, !

Restrictions on science and- techiology !

be placed on science. Scientists do not immunize them-elves |
from social responsibility simply because they are en :aged :
in a scientific pursuit. Society has recognized over tim - that |

certain kinds of scientific inquiry can endanger societs as a
whole and has applied either directly, or through .cien-
tific/ethical constraints,
amount of research that can be done in those areas.

our society to an ageA‘p‘Kr%(?éﬂgFaP‘Ré‘Iease 20031 2/63 CIA-RDP91-00901R000500260003-5
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+.:The Reagan Administration thinks fhe ‘Soviet’

-Union is learning oo much from unclassified
-scientific and technical information published-in
_the United States: That information, it says, is
- oiten used to advance Soviet military power, 1o the
: detriment of American power. The-Administration
.. Wants steps taken to reduce Russian access to thig
s Tesearch. It is hard to see how that can be done,

however, without unaceeptably inhibiting the vital |

_free flow of information within the American

*sclentific cormmunity. - e T
“~:Adm. Bobby R. Inman, the deputy directer of

“Central intelligence, has ~urged scientists to
., tooperate voluntarily with the government’s

“-approdch, Feilure 1o do so, Inman has warned,
~could lead to far more onerous restrictions on

. published scientific research than might otherwise
be the case. Inman has suggested that scientists -
Tmight have to submit certain papers to-the
- government for pre-publication screening jn an
- effort to satisfy national-security concerns. What

‘e is talking about is giving the government ‘the
‘power of censorship over. unclassified material.

“-That censorship would be lirited in application,
- perhaps, but would be censorship nonetheless, and

~Would run head on into both guarantees of froe

-speech and the necessity for scientists, in their
" pwn interests and in the national _interest, to

-tormmunicate freely with each other, AT
A precedent of sorts exists for official pre-
- publication review of non-classified “scientific

-“articles. This fnvolves the relatively narrow field

of cryptanalysis, the study of how 16 break codes.

A year ago, scholars in the field began voluntarily .
" submitting research papers to the National Secur-

ity Agency “béfore proposed publication.. The
.-&gency had requested the right of advance reviev

out of concern that information harmful to its

-activities of protecting secret U.S. communications
- end breaking codes of other countiies might in-

advertently get.into the public domain; Schotarly

cogperation with the agency may have been in-
.Hluenced by the threat that without it & law would

“:-be sought to prohibit open publication of crypt- -

" analyticresearch.

“"*"The government now-indicates that it wants to
+.86 well beyond this single and narrowly defined

. ;-area. Inman says there is official worry about free-
. ly published information in a wide range of fields.
- *'These include computer science, electronic equip-

;. ment and applications, lasers, crop projections and

1,03 ANGELES TIMES
T FEBRUARY 1982

. voluntary eooperation by researchers, .

‘has made some gains in military technology
because of unclassifieq information that it hag |
- gleaned . from U.S. publications? Inma 8ays.

‘the sources - for the ‘U.S. intelligence mi ‘ht be
traced and exposed. - - e .

certain 'mahiifactudnkteéhrﬁqu&ﬁ Public ation of ;
unclassified material in these fields would jiresum- |
ably be» made subiect to prior official 2 proval,
Once, again, the threat of » law to comyal such
screening has been raised gg an altern.tive to

( a showing be made that the Sone Union

evic}en_ce supporting that view exists, But he will
not’ publicly disclose what that evide 1ce iz,
although he does'say that disclosure could bo made

in secret to appropriate congressional com; wttees, |
- Inman’s argument is that, if the Uniteg Sta es lets |

the Russians know that jt knows what they know,

J- Y S .',-' sl N ) ~ M
- Undounbtedly there is something to that ¢ »nien- |

tion. The problem js that it does nothing to help |

-resolve the matter at issue. The governmen  bases

its case for pre-publication screening and p ssible
censorship.on what it-sees as the detrirnental

results;of Soviet access to freely published and

unclassified U.S. scientific end techne ogical

_research. But it~ will not publicly disclogse what

those results are. By imposing this ld of ge “recy,
the government. effectively precludes -est ential

- and informed public diseussion about the me -ts of-
“its clairn, -y EEIT L -~~" N .
- It stands to feason that the Soviet Unic , has’

learned  useful ‘things from .overt. inform.tion- -
gathering activities in the United States, But nany -
scientists,-—'including, interestingly, some dis. igent

" Russian scientists—strongly question ths ], stingy

value of thess acquisitions, It is one thing, these

- sclentists note, to get insight into technol gicel

advances: it is something -else to exploit that

information. The Soviet Union’s industrial b. se {5 |
. nowhere near as broad or as flexible as the U Gited |

States”. Its ability to adapt copied technolo -y ig -

limited. Its owr internal secrecy ofien wor g to

retard technological development.

Science thrives when scientific communica ‘long

&re unimpalired. It would be seli-defeating i the
American government’s concern about.what the -
Russians might learn served to inhibit the free

- interchange of ideas in U.S, science and techr olo- -

gy. It would be self-destructive if our open society
became semi-closed in the name of protec ting
freedom. - . . T T ‘
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“ R& D 'Data Curbs Hurt More Than Russia

Tothe Editor- y o
Inaspeech tothe American Assecia-
‘tion {or the Advancement of Science;

Adm. Bebby R. Inman, Deputy Direc--
tor of the Central Intelligence Agency, -

asked for voluntary measures to pre-
vent the 1oss of sensitive military tech-

nology to the Soviet Union. Otherwise,

- he said, the scientists will face *legal

restraints” (news story Jan. 8):
. - There seems no question that the
"~ Soviets have: benefited from Western
" technology, and particularly from U.S.
technology because of our long tradi-
.. tion of open publication of unclassitied
research and development. However,
- measures that prevent Soviet access to
unclassified literature also' prevent

- hundreds: of - thousands of: engineers, -

. scientists* ‘and” undergraduate and
' graduate students in the U.S., in allied

nations and in developing nations from -

- having access tothat same material.
" 1t used to be that U.S. research and

" development was so far ahead of the

rest of the world that we could only be
pleased - when our technology was
propagated or purchased. But for al-

. mnost 15 years, R:& D. as a percentage

of gross national product has been
dropping —from 2.9 percent of G.N.P.

in 1967 to ;lbout 2 percent now. If the 2.9

g

percent had been maintained, over
3100 billion more R.&D. would havs
beenperformed in that pericd.

Think of what the $100 billion could
have done to maintain vitality in the
industrial and educational system.
Without it, we’ve experienced a rever-
sal in our balance of trade, from posi-
tive to negative. Our engineering and
science schools have suffered (only 5.8
percent of our 19580 college graduates
were engineers, compared with 35 per-
centin the U.S.S.R., 37 percent in West
Germany and 21 percentin J apan). .

And many economists believe the
size of the G.N.P. itsel!, and therefore
the ability of the nation to support des-
perately needed sccial programs, has
diminished because it hasn’t been nur-
tured by the new enterprises and the
new products that come from R.& D.

Unfortunately, many Americans
fail to realize that the country’s wealth.
was built on R.& D. Now it needs to be-
rebuilt: Any new policy of restricting
the flow of unclassified literature
should be-thought through very care:’
tully lest it hurt not only the Soviets
but all seciety. JAMES J. HARFORD
Executive Secretary, American Institute |

ol Aeronautics and Astronautics
New York, Jan. 26, 1357

I I it owe o sels
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FOR PUBLIC AFFAIRS STAFF
PROGRAM Morning with Charles Kuralt and SIATON WDVH Tv

Diane Sawyer CBS Network
DATE February 5, 1982 7:00 AM cny Washington, DC
SUBJECT Scientific Contact Between East and VWest

CHARLES KURALT: One consequence of President Reagar '«
sanctions against the Soviet Union has been a reduction in sciranti-
fic contact between experts of East and West. There have been
several cases of American universities being ordered to shut Their
doors in the faces of Soviet visitors.

This policy has provoked a heated debate. Barry Peterson
reports.

BARRY PETERSON: In this research laboratory at Starford
University, a mechanical arm performs rudimentary functions, fpart
of a growing body of knowledge about robots and their uses.

Nikolay Umnov, a Soviet specialist in robotics and hxlking
machines planned to visit Stanford but the State Department slanpad

restrictions on his tour. No access to programming techniques. ilo
access fo any projects funded by the Defense Department. No e:cess
to private industry. In a huff, Stamford cancelled the Russiai's

visit.

DAVID KENNEDY, PRESIDENT, STANFORD UNIVERSITY: We wo 11d
have had td guarantee that a Soviet scientist wouldn'!t have ac:ess
to conversations with industry people. Well, we're not going "o
follow him around the streets after he's finished his visit he e
To make sure that he doesn't run into somebody from industry. We
can't do that.

PETERSON: Stanford officials say the issue here run. te the
very heart of academic freedom. The fraditional free and live y ex-—
change of information and ideas. :

Approved For Release 2003/12/03 : CIA-RDP91-00901R000500260003-5
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'Intalligence Agency, in
" glosures about the Libyan activities of
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'ByJEFFGBR‘H!'
s;»adm‘lhu?bv\'wtﬂmw L
ASHINGTON Feb.3—-TheCmtraJ
to dis-

former agents, has adopted a new code
of conduct that prohidbits the use of pub-
lic oftice and insiderinformation for pri-

‘vate gain, accordmg to agency oi’ﬁcmls

and Congressional sources. -
The code,: which' was dxsmbtned

‘ wmunthcagmcyinthelasﬂudays,

says that employees of the agency enjoy
a “apecial trost”” and calls for them to
maintain nigh standards of condoct

NEW YORY TIME3
L ¥ERRULRY 1982

C ] A Adapis C@de to Avert Amzsg.

“during and ai‘ter” their Government
emplo'_rment, the sources said. . - -
! The new standard, for the ﬂrsttime
extends agency rexgulations to former
employezs, but the C.I.A.-is nct able to
enforce sancticns against such people
who violate the code, aoccxdmg to Dale
Peterson, an ag=ncy SpoXesman. -
The code was given today to members
of the House Select Committes on Intel-
‘| ligence, which held more closed hear-
ings into the activities of tmo former
agents, Edwin P. Wilscn and Frank E.,
Terpil. The two were indicted in 1530 oo
charges of illegally shipping expicsives
whbyaand areboth fugitives,
“Toda¥'s hearings covered Mr. Wil-
son’s work from 1571 to 1976 for a secret
Navy intelligence uait, Task Force 157.
Adm. Bobby R. Inman, who disbanded
the unit in 1977 as Director of Naval In-
telligence; and who is currently Deputy
Director of Central Intelhgence, ap-
peared before the committee. . :

Mr. Wilbon operated a- numb& of’
Washington-based companies - that!

after leaving the Government, ocmtln—
ved to use those same corporations in
his Libyan dealings, according to public
records From 1967 to 1976, while he was
lfn the Government, Mr. Wilson's net
worth increased trom $200,600 to 32 mil-
lion, according to credit records.

The House cornmittes is interested in
determining the extent to which the
C.L.A. and other intelligence agencies
ronitor and control the activities of se-
cret corporations used inr clandestine in-

tellizence operaticns. The C.1A. nms.

v g d ‘ﬂnmesws, oo A3 propa
mr'&s to provide cover for ag=nis, o
“wash' meney for covert cperadcms
and for other clandestine purposes. ¢
. v NewSecurlty Procedures. , -
. Thenewcoden! cooductpmhah-ts am-
: ployees of the agency from.using its fa-
i cilities and C.I.A.-derived mxormatJon
inprivatebusiness dealings.~.© . -

Representative Romano L. Mazzoll,
Democrat of Kentucky, who heads the
legislative subcommittee of the intelli-

served as fronts for Task Force 157, and, ‘those statutes,

cnangm in auchtm , Tegorting and a-!
' curity precedures ouumed today by .d-
miral Inman had made it highly -
Lixely that intellizence propristarios
omﬂdbemmused aswastheca.se‘ th
Mr, Wikeen, -

Mr. Marzoli 5a1d rmrrer, that he
commiitee was still lcoking to nessinle
legislation in the area later inthe yvur,
after a “wntmuin,_, dxalogz.e vnm ‘x
CLAM : .

Reprasentative Albert Gore LT,
Cercocrat of Tennesse=, said he e
{ievexd the agency had been “'blinded’ in
its analyses of Iran under the depe 'v:d
Shahaxﬁﬁbya,hpanbemusedc; se
ties between agency personnel and he
two countries. Mr. Gore said heinten led
to propose legislation requiring m: m-
bers of the intelligence committe 10
ayree not to work for foreign covat: 1es
atter their Government service. ™

Officials of the agency, lixe all € ov-]
| ernment employees, are subject tov i
:ous Federat criminal conflict of inte. est
+ cials, no current or former employe: of
the agency has ever been cuarged ur der?

' =f«~~.x,

n disciplined or dismissed for riis
uct inthe past, as in the case ot wo
agency officials who were dismisser byl
the agency in 1977 because 0*1 their in-
volvement mth Mr. Wlbon
The commmee ‘\nll ﬁmsh its eloed
hearings tomorrow, when Delense -]
partment officials are expected to (s !
in- cuss Mr. Wilsen’s recruitment of mem-y
vers of the Army Special Forces 2 }‘»lm
o ir3in terromtsmhb“a The commi
mll hold public hnanug:: ke m o
prithinthe next moath. s e o

Eo‘wmr ‘some C.I Al o‘t‘idal:, T v

4

.éi’ ~4

gence panel, sald after the hearing that

Approved For Release 2003/12/03 : CIA-RDP91-00901R000500260003-5
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j"lhe chan‘man of the-House Intel-
‘ligenee Commitee- said - yesterdav
“that investigations had $urned up no
‘evidence of official ‘contact between
, the CIA andtwo former agents who
“ went to work For Libya’y Cal '\duam<
“mar Qaddaf & G :
-7 However, “commities .A.Chau-man
. "Edward. RBoland (D-Mass.)said . CIA

-employes ‘who . later worked- for a

Bty associated with ove’ of the fu- |

 gitive, ex‘agents, Edwin Wikdon; like- -

. Iy bad contact.with both- Wilson-and

. Frank Terpil while. siell at the agen-

cy o J.‘u—--‘ -'.1-54_
. Boland reterred to- 'I‘heodore
« Shackley; former deputy- director.of *
;clandestine operations, and Thomas

" Clines, former director ot tr"unmg in -

e B

‘the clandestine services.
-~ Clines,-after_leaving. the CIA in

;1978 established a petroleum equip- .

“ment buisiness, with help from Wil--
_som. -Shackley  wenb - to. work: tor
. Cimeﬂ when he retired m 1979

. Bofand spoke with reporters after
‘a three-hour closed cornmistee-hear- .

“ing atbended by CIA-Diveckor Wil
{llam J. Casey, Depwwy Director-
Bobby R. Inman, CIA mepector gen--

“eral Chardes Briges and CTA seneral

counsel Stantey Sporkin. . e d

Approved For Release 2003/12/03 : CIA-RDP91-00901R000500260003-5

Dnrmu the hearing, the first in.a’
senes focusing on the activities of.
Wilson and 'lermL the CIA officials
denied that the agency had sanc-
tioned any contacts with the two or

‘any ‘involvement in the recruitrzent

of former US. Army Special Forces
troops to train terrorists in Libya.

~Boland said he told the CIA of-
ficials. the committee-has “a very
deep -coneern” about- possible. ram-
ifications of the: work . Wilson and
Terpil have done for Qaddafi. - -
.- Wilson, last reported living in Lib- -
va, and Terpil, sakl to be in Leba-
non, were indicted: in 1980 on-
charges of illegally shipping explo-

- sives and arms to Libya after they.

[e}t the agency in-1976. -
“Two - lower-level emp!oves were
hred for cooperating thh them

. whxle stllexth the CIA.

Boland quoted Casey as saying in

’»hxs opemnu statement. that -the CIA’s

ongoing - mvestlvatu)n came to the
stentative conclusion” there was no

-otticial & Jgen(,y. invotvemend in any of .
Jhe the Libyaw activities, ne official -

contact withr Wilson and Terpil after -

" their mdlctment and ne involvement

in the r_eumtment of Green Berets -
to train terronists for Qaddafi, .
R R y
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Agency Report. of: Actmty for

sL;b ya !s Focus of lnquuy

- By PmuprAUBnAN"" :
.. SpecialtoTbe New York Times

WASHINGTON Jan. 31 “=The Hbuse‘

lntelhgmce Committee* wills begin
j closed hearings Tuesday on the Centra¥
'Imelhgence Agency’s: ‘investigation of
‘its possible links to two former agenth
. whosold their services to beya..

The C.I.A.’s internal investigation
‘may have failed to pursue several sig-
inificant lines of inquiry and may not:
have examined all possible sources of:

s information, sources familiar with the'|:

| comumittes’s work said. The inquiry wast

i { conducted in-1976 and 1977 by the agen-

|cy". inspector general to- determine

v.hether any officials helped establish a:
iterrorist training project in  Libya..

Report Exonerated Omcials
" ‘The inspector general’s report, which

Ted to the dismissal of two middle-level
agency. employees,. exonerated several

senior intelligence agency officials who) '

were suspected of having ties to the for-
mer agents, Edwin P. Wilson and Frank
PE. Tarpil, accordma to former C I A. ot-
ficials., - e
The report also served until recently
: as the basis for agency statements that
the C.1.A. had thoroughly investigated
“the Wilson-Terpil matter and had found
no official ties to the hbyzm operamm\
org‘.mzedbythetwomen. S
* A second internal CL A.\uw&stxga—
ition, -initiated last.year by Willlam J.
Casey, the Director of Central Intelli-
gence, is contmmng, according to Rea~
gan Administration officials. To date, it
has found no evidence ol otficial agency
approval or ‘support.for the. opexatxon,'
according tothe C.ILAL 22
1t has; however,. raised quesnons
about the thoroughness of the first in-
vestigation, according to those familiar
with the commitiee’s work. These:
sources detlined to provide details, but
said that agency investigators might
have pmmaturely cleared semor offi-
cials.” " 2l s
. Mr. Wilson and Mr: Terpil were in-
dicted in 1980 on pto
shipping explosives’ to Libya. They are

vt

e

B

NEW YORK TiMES
1 FZBRUARY 1982

" The two mien, according to the Justice |
., Departnent, reached an agreemsnt
lthh Muammar el-Qaddafi, the Libyan
‘leader, in 1976 to sell Libya their exper-
‘tisevin intelligence and military matters
'to help train terrorists.

“The C.1.A.'s internal investigation is
one of several facets of the Wilson-Ter-
pil case that the House Permanent Se-
‘lect Committee on Intelligence is ex-
pected to explore in three hearings this
week, commtittee staf! memberssaid. .

Specili
Taecdors
rector of
ThomasC
the cland: |
maintaint
left gover
establishe
- Mr. Sh
denied kn
son's bust
acxnowlec
him set up
ness when

|’ Other facets include the recruitment
ol Army Specxal Forces veterans to
train terrorists in Libya and Mr. Wil
lson 3 associaticn with a secret Navy. m—
itelligence unit called Task Force 157.7. " 1

Thehearings will conclude a-{our-|
mcmth committee. staff investigation|
into the activities o Mr. Wilson and Mr.
[Terpxl “The- committee, according to
[staﬂ members; has reached no conclu-
| | sions about the adequacy of the inspec- i
{»tor general’s report, but encugh ques-

tions have been raised to warrant a re-
‘wew of the specitic Wilson-Terpil in-{
‘quiry as well asthe general ability of the
:C.I.A. to investigate po&slble miscon-
iduct by its officials.

Orﬂcial.s Defend Im*pectur Genera]

Formeér officials. of the agency, in-
“cluding Adm. Stanstield Turner, Direc-
“tor of Central Intelligence in the Carter
Administration, defended the work of
the inspector general in the Wilson-Ter- i1
pil case. *'I turned him locse and I'm
satlsfxed that he got me to the bottom of;
the case,” Admiral Tumer saxd inare-!
| cent interview. :
Admiral Turner dlsmiqsed two mid-

l

‘the inspector general found that they
i had helped Mr. Wilson establish the ter-1
rorist training o'peratxcm inLibya. - .

the agency’s: clandestine operations
division for many years hefore becom-

‘to former intelligence officials. Mr.
‘Waller retired from the C. I.A. severa]
yearsago e

- "Mr. Waller’s mvesngatmn of the le
son-l‘erpd case locused almost exclu-

spector genernl, according to formerin-
telligence  officizls. Mr. Waller last
gelek dechned to dxscuss his work at the

A, EE O

)

r Release 2003/12/03 : CIA-RDP9

currently living abroad as fugitives. .,

I bothmen

'dle-level agency employees in 1977 after]

-{ Beretsapproved his missiontoLibya.
- Atthetime, the C.1.A’S mspectorven-h T o
eral was John H. Waller, who worked i

-ing inspectorgeneral in 1975, according

:si’vely on officials in clandestine opera-
‘tions, including several with whom he-
had worked closely before becoming in-

577 8 arke

Shackley -
when he )

The Hou
‘said to be ¢
-conflict fac
asked to 11
Mr. Wilsor

Clines. : L
s Witnesses expected to testxfy at TLes- l
day’s hearing, which will examine Mr. 4

Wilson's hmcs tothe agency, will include ;
'Mr. Casey; Admiral Bobby R. Inman,
the Deputy Director of Central Intetli- 4
gence; Charles AJ Briggs, the curreni
inspector ?eneral and Stanley Sporkm,
theagency’s gene'al counsel. . i
% Admiral Inman is expected to rﬂmm 3
the next day to discuss Mr.. Wilson's
work for Task Force 157, a secret Navy 4
inteiligence unit that the admiral dis- |
antled in the mid-1970’s when he was
Dlmtorof Naval Intelligence. .
- Defense Department officials are ex-
ted to appear Toursday to discuss |
{*Mr. Wilson’s recruitment of Luxe F. l
Thompson, an officer on active dury in
the Army Special Forces, to help train
terrorists in Libya. Mr. Thompsca has | '
asserted that hls superiors in the Green i
A

A
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“p#The anx!ety that has now been

-yoidable . conclusion’” that " the

--cles for getting their i

U5, Moving to
{Jm'b E_:‘g@hanﬂe
,@3 mame lai;i_

8
i
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A techmcal paoer that was pub

‘hshed in a scientific journal several
'years ago explained to-the oil indus-
sty an mpmved method for break-

‘ing:rocks while drilling: According,
10- ther Defense- Department,.- the,
-Russians picked up the-tecnroloc'y’
and: used it to ‘build..weapons that.
candestory Americantanks. -riy ol
&¢+ASs a result of this and similar i in-
.cidents the -government. cites, the
Reagan .Admmstratlon is stepping

-upits efforts to clamp down on what| ,
-it calls the "leakaue" of technology :

to potential enemies, -.- -

4 But many smentlsts across the
comt.ry are alarmed- at'the veiled|,
and. not so “veiled” threats from
fWashington to limit'the ‘free’and |’
open exchange of:ideas and results
‘that’is the bedrock of the scnemxfxc
enterpnge = :T’:’."...:r-,.'? L N
‘created by the national security.au-
‘thorities produces the’almost una-

‘government is pressmg for censor-
‘ship of some kind,” said William D.
Carey,. executives” ‘officer:s” of - the
“American ‘Association: for therAd-
“vancement -of ' Science, Fint’ a Lele-
phonemtemewﬁ hreds
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_**Far better for the scientists to be’j
ina posmon to getin there and lob- -
by and give advice rather than jLst
to waijt ior the cfovernment to rebu— -
late.” A ' .
Related to the pubhwhma issue is
the current dispute between the -
‘State Depariment and several uni-
versities, inouding Stanford,- over
government-sought restriciions-on .
what a visiting Soviet scientist may
be shown and toId e
As a result, many scientists see a 1
concerted carmpaign on the part of «
the government to ‘unnccessarily
limit their freedom for little reason
and with the prospzct of little gain.
They say Amerlcan scientists have -
Icarned as much as they have lost |
from international exchanges, and.
they doubt whether the flow of |
knowledge can be stopped regard-
less of what the goverhment does.
+* Their cries of protcst have b_egun

«“American scientists legitimately |
1can question whether the govern-.
:ment’s new approach can achieve |t
“its goal without highly’ counterpro-
‘ductive and deleterious effects on
.the currént structyre of:our re-:
scarch institutions,” Bdward, Gur-
-jeoy wr otein Physzcs Today

Discusswns Somrht

" AL the same time, howcvcr cf-
fortq arc under way. at the highest’
level of the government and the:
scicnlific community to begm an
exchange that would resull in the
acceplancc by scientists of some re-
.qmctlons on wha» may bc pub-
llshed

I’rank Press, the president of the

-appearing in the scientific journals. -3
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University physicist Who Is chairt '
man of.the bbard of, the’ Amorlc:u’)(
Associaticn for the Advanccr*cnt Of:
§,1ence said by Ldehonc IR

;"‘Bobby‘ Jnman was obviously
makma an’ extreme case.” He was:
© going to get the attention of every-
., body, and he sure did. ButIdon't for .

' a moment belicve that he reany)
. feels that one should clamp down 1o
the extent that hxs rcmarks hnve
been interpreted.” iy

Bromlcy said he thougnt <omel
cbmpromlse could be worked out By :
\rcasenablc people on both sides. ~% |
w2 What worrics me;” he said, “is:a !
kind of knee-jerk weaction; on the!
part, of sthe scxenhfx(. commumtys

‘that] by God nobody golng to in- -

'irmrfe my publication rights,- -and:
‘ thc—Same knee-;cr‘h veaction on the«

military side that! by’ God, nobody’ s*
i going to publish anything that I
don't approve of. "That kind of thing |
will lead to major loss both to theA_
“pnilitar, Yy and to Lhz‘ menuflc com-
mumty BN
< While the Reagan Adm:mstratmn :
has ‘brought: rencwod attention. to
the question, the issue is not new!’
Two'years ago, tha Uarter Adniinis<
tration prevented Soviet scientists’|
from attending comm cnces here on
lasers and bubbl L.1cmor1cs fOr :
computers el nig
A year ago, a comnnttce of scho—’.
; lart: vrged researchecs in the field of
’codn-makmo and breaking to sub--
¢mit their rcsearch papers to the Na-
itional. Sceur n,y ‘Agency for’ preu
publication review. The suggestion | l
- followed*a threat by -the agency to,
-ask Congress to pais a law prombxt— !
ting the .publicaticn of such wor

)
f
* l 1 ':' : F i

Nmorxal Acedemy of Sciences, said

nhibition Urge&-' ;
i IR Fecent” “veeks) Frank C. Car-
luccx, the dﬂpufv secratary of de-
fenise; published a long letter in they -
purna} Science urging an’ mmbmon
on™~the flow  of : Information;* ‘and
Adm>*Bobby R.’Inman; the-deputy|
director of the Central Intelligence
Agency, told a scientific meeting in
‘Washington thati scientists ‘may
“have to submit many papers tothe
government for pre-publication re-
wiew to keep matters of hatlonal in-

wrm.

terest from leakingout 876 + 557

% Carlucei declined to be’ inter-’

Academ® is willing -fo act as an |
honest broker in lnmgmp mo two !
sxdcs together. ':i.

When Inman of the CIA spoke at
the scientific meeting, he listed the !
“following areasas partlcularly trou- | 1
blesornc fof the government: com-]
puters, electronic - equipment and |
téchniques, lasers, crop pro;cctxons
and manufacturing procedures. i
«. While many people werc alarmed.:
by the sweep of the government's |
“interest, Press said he thought In-*
man ‘had spoken “off the top of his’

~viewed.. But Inman *returned -aj’ “head,” and added, “HeJustwams to:

‘phosie call promptly and declared,
vThis is 2 problem that’s going-to
get_a_Jot_ noisier in the months

startthedlalogue 1y ey :
4 And: D.- Allan Bromley, .a YaIe

ahead e T -J{\«h -2 z?l-» =3
- “Scientists ought to start thmk-
m;r ahout the forum and the vehi- |

on the larger issues of technology ,

~ transfer that are clearly gomg to be |

T e e At A

-J

|

i

xThe director of the National Secun~ '

“In an Interview recently’ th%1 t the | | {ty: Agency during that dispute and

.its resoliition was” lmmn, /ho m‘
owNo 2atthe Ty :

#Since the propinsai for revxcw was |
made. two dozen papers in cryptog-.
‘vaphy have.bcen submitted to thc4
Security -, Agency, “and all’ have’
promptly been approved for: open’,
publication.; The . system is still

CONTINITED
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 Deputy CIA Director Addresses
Novembar Breakfast Meeting

" Adimiral B. R. Inman, USN, Deputy

Director of the CIA, addressed the-

. November 17, 1981 ADP.A. Break-
: fast Meeting at the Key Bridge Marri-
‘.ot on “The State of U.S. Intelli-
EenCeN. i e
“Admiral Inman began his presenta-
_‘tion by giving us an historical synop-
=sis of the development of U.S. intelli-
. gence gathering efforts. Our country

Sone

" began collecting intelligence informa-
tion in peacetime almost 100 years
ago with the founding of the Office of
Naval Intelligence in March 1882.
This is the oldest continuous intelli-
gence gathering organization that we
possess. Esentially, our broader intel-
ligence collection efforts began in
World War I but, upon termination of
shat conflict, the bulk of our activities
again ceased although the War De-
partment and the Navy picked up
some of the pieces. It was this residual
capability that enabled us to break the
Japanese code. .

Admiral B. R. Inman,

The end of WW II”‘brought aboutva

i

. whole new perspective regarding the
_.value of being involved in intelli-
gence and led to our retention, in
. peacetime, of organizations that could
answer the question: “What might we
need to know?” There were initial
" decisions regarding the FBI and its |
" mission to sustain domestic activity
- and the need to assign foreign intelli- '
- gence work elsewhere. Intelligence re- 1
- sponsibilities were furthered by the.

A
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Korean War in the 1950’s which/
also triggered the effort to assemble |
encyclopedic data about countries |
throughout the world, because of the!
realization that full knowledge about’
foreign countries, their cultures and
economies is as needful as is basic
information about their fighting capa- i
bilities. During the 1950’s, there was a ‘
great surge in our technological infor-
mation gathering capabilities as ex-
emplified by the development of the
U-2 aircraft which, for the first time,
enabled us to examine closed societ-
jes. In retrospect, a key failure of that
time was not establishing guidelines

terests which would govern the con-
duct of business by the intelligence
CommuDity' ’ ‘: ' : . » o - .4‘

However, in the 1860's, the inte.:i-
gence community was beset by &
same problems as the U.S. miliszov
community because the key question
became not what we might need to
know but were our operations “cost
effective?” If there has ever been a
type of organization that is not cost
offective it is intelligence because log-
ical conclusions depend upon as-
sumptions that can be brought to bear
on many bits of information and the
cost of procuring them escalates with
the number of facts that can be ch-
tained.

Also, in the 1960’s, the Vietnzm
War added to the then existing com-
plexities of gathering information de-
cause it diverted resources from the |
basic task of assembling epcyclopeaic ;
intelligence knowledge. - In 1967,
problems were compounded because
of adverse U.S. balance of payments
considerations. Consequently, the
questions then became *“What can you
do without?” “How do you reduce the
American presence abroad?”’ Subse-
quently, in 1971,
accentuated by “How can you pay for
great new technological advances?”
-And the answer was “Give up mean-
power,” a tenet which, by definition,
again struck at the need to assemble
the “bits and pieces” noted earlier.
One sequel to dissipating our intelli-
gence was our failure to predict the
1973 Arab-Israeli conflict.

In general, in the 1970-75 time
frame, there was focus on lessened
intelligence - because of expenditure
ceilings set by OMB (Office of Man-
agement and Budget) and this was

H
e ————

paralleled by failure to think about |

what kind of challenges would afiect
U.S. interests up to 10 years beyond.

e

the problem was

D1R000500260003-5
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In Admiral laman’s judgme 1t. the
real impact of the investigat ons of
past U.S. intelligence perfo: mance
during the mid-1970’s was the faiiure
to assess the consequences of the
draw-down of manpower and spead-
ing power. There was no moo : & the
time to point the direction that should
be taken but rather of regul. tion of
what you were doing. Added to this
were pressures from the Congy »ss pur- !
suing the question of what w could
do without. The over-all anproach
was to centralize the whole re view of
the investment that you cou! { afig-d
in the intelligence area anc to et
OMB set the pace by providin, at the
outset, a dollar ceiling again:! which
you would decide how mich you
could afford to spend. . .

- .With specific reference o Cla, !
.some assumptions were mace about. |
>what 'might happen: assumpt ons that II
you might have a more peac~ful cen-
.tury as you progressed into ‘he final \
-decades of the 20th centu:y Major |
investments were made, primarily to.
monitor arms-control treati-s which
turned out to be highly ber-ficial to;
the U.S. Because by the same token:
that enables you to verify tre -ties, you!
can derive a margin of confidznce that,
you will not be surprised b a major
adversary in a Pearl Harbo' type at-,
tack. In terms of long run ass::ssments; |
coupled with what you .ould do!
without, the policy led t¢ steadily
diminishing activity becau:e of cost
considerations alone. This tad a ma-
jor impact in terms of hum.n collec-
tion and the analytical asse isment of
such eforts for large are:s of the
world, and the results were surprises!
in Iran, Nicaragua and Afchanistan.
The travail of the Congres.ional in-
vestigations in 197576 bro :1ght some
benefits in that a new look was taken;
at the intelligence problem and it be-
came apparent that the CL ., and the!
U.S. intelligence communiiv general-|
ly, had no sponsors. The establish-!
ment of tweo permanent s-iect com-
mittees in the Congress fo: purposes‘I
of oversight, after the ear‘ier phase
which sometimes seemed 1ke an in-
quisition, created a constit'ttency for:
quality intelligence. 5
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unequivocally that there must be both
people and dollars to improve our
intelligence gathering capabilities
back to the point that we fulfill the
requirements in terms of what might

we need to know and not in terms of
what we can do without. We must.
have regulations to the degree that:
those who perform for us in the intel-.
ligence field will know the standards |
to which they will be held account-
able for 10, 20, and 30 years hence.
But we will also have to match this
accountability with effective checks
and balances and that’s taking advan-
tage of what we now have, in the
Congress, in terms of the proper
mechanism for classified oversight.
You cannot count on public discus-
sions as the medium for providing
effective oversight because the intelli-
gence community can never respond
to public inquiry without revealing
essential elements of classified infor-
mation. The principle that you can
reveal examples of what foreign intel-

ligence agencies have passed on to
you is ludicrous unless you wanted to
make sure that they will never do
business with you again.
Fortunately, the mechanism is now
in place to assure that bipartisan com-,
mittees of the Senate and the House
will oversee intelligence interests
without compromising essential in-
formation. For several years, Admiral
Inman has watched a very large spec-
trum of Congressional people who
have approached oversight with a bi-

!
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view,; there 1S n0 rewar
those, so concerned, in terms of ap-
preciation from their home constitu-
encies nor, indeed, can they disclose
the nature of their work to their politi-

"cal benefit. They have passed over
‘several opportunities to make head-

lines and have continued to provide
cogent advice as to how the Adminis-
tration should go about its intelli-
gence operations. We need 'to place .
great reliance upon such interpreta- .
tions and get on with excluding provi-
sions of the Freedom of Information
Act for the Intelligence Community.
We need laws to ensure that we do not
give a license to U.S. citizens or orga- !
nizations to publicly work for the de- !
struction of the U.S. intelligence set- |
up, and certainly not to collaborate
with foreign intelligence organiza- '
tions in the process. We have to get
back to having the intelligence organi-
zations that can provide this country |
with first class intelligence.
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BoBBY RAay INMAN

WILF WOW T PHOTOS

Master Spy Who's Not Out in the Cold

Tall, spare, with hooded eyes and a Bugs
Bunny grin, he has access to more raw
intelligence than anyone in Washington.
Deputy Director of Central Intelligence
Bobby Ray Inman was bomn 50 years ago
in Rhonesboro, Texas. *‘Anybody from
that far back in the sticks can’t be all
bad,’’ says Senator John Tower, and in-
deed Inman is regarded as extraordinar-

ily good by powerful' members of Con--

gress. They prefer Inman to CIA Director
William Casey, whose errors have drawn
fire but who retains President Reagan’s
support, for the time being.
Inman——smart, ambitious, articulate,
quick—reads half the night, subsisting
on four or five hours of sleep. Asked to
.assess the nation’s strengths and weak-
nesses, Inman says: *‘On current intel-
ligence we’re very good. In assessing

His 1S manpower,

where he says the Soviets outnumber us |
three-to-one.

After service in Korea and Vietnam,
Inman headed the National Security
Agency for four years, then hoped to
accept a lucrative outside offer. He had
two sons to educate and a wife in grad-
uate school. But Reagan talked Inman
into the slot as Casey’s deputy, boosting
Inman to four-star admiral. He was one

~ of the youngest men to attain that rank.

Rumors that Inman, not Casey, runs
the CIA appear unfounded. A former CIA
intelligence official who knows Inman
well says, ‘‘Casey briefs the President.
Inman coordinates the work of other in-
telligence agencies, a tedious job. The |
weakness is that Casey speaks only to :
the President and the President doesn’t |
always make the decisions. Should Casey

Congress if Inman doesn’t succeed him.”’
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